How to Disable Browser Support for the SSL 3.0 Protocol

Depending on how your browser is configured, you may want to disable SSL v3 and enable TLS 1.0, TLS 1.1, and
TLS 1.2 (if these protocols are not enabled by default). Note that older versions of Internet Explorer may not have
the TLS 1.1 and 1.2 protocols.

¢ Internet Explorer

Internet Explorer: How to Disable the SSL v3 Protocol

e Mozilla Firefox

Mozilla Firefox: How to Disable the SSL v3 Protocol

o Google Chrome

Google Chrome: How to Disable the SSL v3 Protocol

Internet Explorer: How to Disable the SSL 3.0 Protocol

Although these instructions and screenshots are for Internet Explorer (IE) 10, they will work for other versions of |E.
1. Open IE.

2. In IE, click the Tools symbol (gear) and then, click Internet Options.
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1. Close any Internet Explorer windows that you might have open. I Internet options I
2. Open Server Manager. About Internet Explorer

& If your server is running Windows Server® 2008 R2, in the Security Information section of Server Summary, click Configure IE ESC to open the
Internet Explorer Enhanced Security Configuration dialog.

& If your server is running Windows Server® 2012, click Configure this local server to open the Local Server configuration page. Then, in the Properties
area, next to IE Enhanced Security Configuration, click Off to open the Internet Explorer Enhanced Security Configuration dialog.

3. To use Internet Explorer Enhanced Configuration when members of the local Administrators group are logged on, under Administrators click On.
4. To use Internet Explorer Enhanced Configuration when all other users are logged on, under Users click On {(Recommended).
5. Click OK to apply your changes.

Note: Once the Internet Explorer Enhanced Configuration is turned on for both sets of users, Server Manager will display On (Recommended) next to Internet Explorer
Enhanced Security Configuration.

3. In the Internet Options window on the Advanced tab, under Settings, scroll down to

the Security section.
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4. In the Security section, locate the Use SSL and Use TLS options and uncheck Use SSL 3.0 and Use
SSL 2.0.
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5. If they are not already selected, check Use TLS 1.0, Use TLS 1.1, and Use TLS 1.2.

Note: If not all the TLS options are available, just check the ones that are. For example, in IE6, the Use
TLS 1.0 may be the only available TLS option.



6. Next, click Apply and then, click OK.

You have successfully disabled the SSL 3.0 protocol in your IE browser.

Mozilla Firefox: How to Disable the SSL 3.0 Protocol

Firefox is currently working on a new version of the Firefox browser in which the SSL 3.0 protocol support has
been removed. If you don’t want to wait for that version to come out, you can use these instructions to turn off the

SSL 3.0 support, until the next version of Firefox is released.

Although these instructions and screenshots are for Mozilla Firefox 31, they will work for other versions of Firefox.

1. Open Firefox.

2. In the Location Bar, enter about:config and click the Go to the address in the Location Bar symbol

(arrow).

@ Mozilla Firefox Start Page X/m Committed to you, your pr... x\+

about:config| I 2> I

3. When you receive the “This might void your warranty” message, click I'll be careful, | promise!.

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this
application. You should anly continue if you are sure of what you are doing.

Show this warning next time

I I'll be careful, | promise! I

4. On the about:config page, in the Search box, enter tIs and wait for the list to populate.
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I Search: |tls |

Preference Name
network.http.spdy.enforce-tls-profile

security.tls.version.max

+  Status
default
default

Type
boolean

integer

Value

true

II security.tls.version.min

default

integer

services.sync.prefs.sync.security.tls.version.max

services.sync.prefs.sync.security.tls.version.min

default
default

boolean

boolean

true

true

5. Next, in the list, double-click security.tls.version.min.

6. In the Enter integer value window, in the security.tls.version.min box, type 7 to make TLS 1.0 the

minimum required protocol version, and then click OK.

@ security.tls.version.min

Il

7. You have successfully disabled the SSL 3.0 protocol in your Firefox browser.

Google Chrome: How to Disable the SSL 3.0 Protocol

Google is currently testing a new version of Chrome in which the SSL 3.0 protocol support has been removed. If

you don’t want to wait for that version to come out, you can use these instructions to create a shortcut that allows

you to open chrome with the SSL 3.0 support turned off, until the next version of Chrome is released.

Although these instructions and screenshots are for Google Chrome 38, they will work for other versions of

Chrome.

1. Locate the Google Chrome shortcut; typically, this shortcut is on your desktop.

If you don't have a Google Chrome shortcut, create one.

i. Open the folder in which the Google Chrome application is located.

For example: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Google Chrome
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ii. Inthe Google Chrome folder, right-click on the Google Chrome shortcut and then, click Create

shortcut.
bll2l =8 & X - | Shorteut Tools  Application Tools Google Chrome - O
Home Share View Manage Manage v 0
1 |« ProgramData » Microsoft » Windows » Start Menu » Programs » Google Chrome v & Search Google Chrome P
-~
© Favorites Name Date modified Type Size
Il Desktop |@ Google Chrome 2014-10-15 01552 .. Shortcut 3 KB
l4 Downloads Open
<» Recent places Open file location
New window
& This PC Hp' Run as administrator
i@ e
J Deskiop <4 Open with jEdit
I Documents T-ruubleshuot compatibility
Pin to Start
l4 Downloads 7-zip R
B Music D{ Edit with Notepad++
K Pictures Unpin from Taskbar
. Videos Send to D
S Local Disk (C)
C files\Public\Si Z) et
% Current (\\files\Public\Support) (Z;) Copy
|Creaie shortcut
@ Netwark
i‘ Delete
A CWILLIAMSLT .
q’ Rename
Properties

iii. In the Shortcut window, click Yes to create a shortcut on your desktop.

Shortcut

h Windows can't create a shortcut here.
“®% Do you want the shortcut to be placed on the desktop instead?

Yes No

2. Right-click on the Google Chrome shortcut and then, click Properties.
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3. Inthe Google Chrome Properties window on the Shortcut tab, in the Target field, add the following line
to the existing Target:

Add: --ssl-version-min=tlsl

To: "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe"

Make sure that you add a space between chrome.exe” and --ssl-version-min=tlsl
"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --ssl-version-

min=tlsl
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4. Next, click Apply and then, click OK.

5. From now on (until Google releases the version of Chrome in which support fore the SSL 3.0 protocol is
removed), to open Google Chrome, you must use this shortcut.

Whenever you use this shortcut to open Google Chrome, this instance of the Google Chrome browser will
not support the SSL 3.0 protocol.

6. You have successfully disabled the SSL 3.0 protocol in your Chrome browser.



